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Chapter 1 Product Description

The RDU-EX is a network management. It can make the intelligent equipment (such as UPS, PDU, air conditioner and
so on) are centralized monitoring. The RDU-EX can also connect to the environment monitoring equipment, including
IRM series temperature & humidity sensor or dry contact signal input & detecting sensors. In case of an equipment
alarm, it notifies the user by multiple ways: recording, sending a Trap message, sending an E-Mail or sending an SMS.
The RDU-EX can meet the requirements of TCP/IP, RS232/485 networking modes and can be flexibly configured
according to various application conditions.

This chapter expounds the components description, main functions and technical specification.

1.1 Components Description

RDU-EX includes the RDU-EX host and an optional part of sealing baffle plate.

1.1.1 RDU-EX

The appearance and ports of the RDU-EX are shown in Figure 1-1.

2.

coMz COM3  Power

=
LAN  USB COM1  Sensor

Power input

D)

100-240Vac 50/60Hz Input
: Tt

Console port/  Sensor
Message modem

Series ( RS485/RS232 )

Series Power

Series (Rs4gs) indicator

(RS485 )

Lan

Figure 1-1 Appearance and ports of RDU-EX
Network port

The RDU-EX provides one network port which adopts 10/100M Base-T self-adaptable Ethernet port. Its position is
shown in Figure 1-1. See Table 1-1 for default configuration of the network port.
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Table 1-1 Default configuration parameters of the network port

Parameter

Network card [P Zeliees Subnet mask Default gateway

Default parameter 192.168.0.252 255.255.255.0 192.168.0.1

USB port (Factory default)
The RDU-EX supplies one USB-A type socket port for connecting USB Modem of designated model.
COM port

The RDU-EX supplies four independent COM ports (one way to support smart sensors). Their positions are shown in
Figure 1-1. See Table 1-2 for the Interface definition.

Table 1-2 Interface definition

- COoM1 Sensor COM2 COM3
Port type RS485 RS485 RS485 RS232/RS485

1
> NC 12v NC NC
3 NC NC NC TXD
4
T GND GND GND GND
6 NC NC NC RXD
7 D+ D+ D+ D+
8 D- D- D- D-

Note:

1. The cabling sequence of RJ45 port is 1 to 8 from left to right with the notch facing downward;

2. Check if the connecting network cable is the directly connected network cable;

3. D+ and D— are two kinds of voltage levels of RS485 differential signals;

4. NC: Not Connected

See Table 1-3 for the communication parameters.

Table 1-3 Communication parameters of COM port

Parameter Baud rate Bit Parity Stop bit
1200bps, 2400bps,

Value 4800bps, 9600bps, 5 ~ 8 hits Even/Odd/None/Mark/Space 1~ 2 bits
19200bps (optional)

Note: The combination mode of 5-bit word size and 2-bit stop bit is not supported

Sensor port

The RDU-EX supplies one sensor port. Their positions are shown in Figure 1-1. See Table 1-4 for parameters of the
sensor port.

Table 1-4 Electrical parameters of sensor interface

. _r L Rated output Rated output Max output power . .
Silk printing Definition Protection against port
voltage current (total) (total)
Support protection against
Sensor Sensor port +12Vdc <0.25A 3w pportp . g
short circuit

This interface uses RS-485 communication mode to connect the Emerson intelligent temperature and humidity sensor,
intelligent temperature sensor, intelligent digital extension sensor or the intelligent devices that support RS-485
communication and the communication parameters are given in Table 1-5.

& Note

When the sensor interface is connected to a sensor, it cannot connect an intelligent device.
When connecting the intelligent device, the signal cables can only connect D+ and D-.

RDU-EX User Manual




Chapter 1  Product Description 3

Table 1-5 Communication parameters of sensor interface

Connected device Baud rate Data bit Even / odd parity bit Stop bit

Intelligent sensor 9600bps 8 bits None 1 bit
1200bps, 2400bps,

Intelligent device 4800bps, 9600bps, 5 to 8 bits Even/Odd/None/Mark/Space 1~2 bits
19200bps (optional)

Note: The combination mode of “5-bit length and 2 stop bits” is not supported

1.1.2 Sealing Baffle Panel (Optional)

The sealing baffle panel can seal the vacant part of the rack (both left and right sides of the plate can be installed). The
appearance and installation are illustrated in Figure 1-2.
Baffle

Figure 1-2

1.2 Main Functions

Baffle installation

lllustration of appearance and installation

The main functions of RDU-EX are listed in Table 1-6.

Table 1-6 Main functions of RDU-EX

Main function

Description

Device monitoring

getting and handling the data of different intelligent devices and controlling them through Web interface

Safe shutdown

Shutdown
schedule

Configure the maintenance policy of the UPS, and can periodically reboot or close the
supervised UPS

Sever shutdown

Used together with the NetworkShutdown software. When the UPS has certain critical
alarm, the system will notify the server shutdown to avoid the sever going down

Alarm
Management

Current alarm

Displaying alarm in real time, and confirming the current alarm

History alarm

Querying the history alarm

Alarm notification

1. Can be customized according to user requirements, that is, alarm notification
content can be customized,;

2. You can choose the communication mode to receive alarm information of different
level from different equipment;

3. The communication mode includes Email, SMS and phone;

4. Email supports SSL function;

5. Supplying alarm test function to test whether or not users have received the alarm
notification information;

6. Sending the system running status periodically according to user configuration

Data & History

Device information

Querying the main data of equipment

Device Options

History data Querying the history data

History log Querying the log data

Clear history Clearing the history data and log data

Device 1. Can add, modify and delete equipment actively, and support adding four pieces of
intelligent equipment at most;

management

2. Can install and uninstall equipment type and support connecting third party
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Main function

Description

equipment
Note: The default installed equipment cannot be deleted and modified

Signal setting Modifying equipment name and alarm level online
Batch

. . Updating and downloading configuration files and system files
configuration

Monitoring unit

Collecting the system information of RDU-EX

Network setting

1. Setting the network information such as IP, subnet mask, gateway and DNS;

2. Controlling whether the upper monitoring system (RDU-M manager) can visit the
RDU-EX;

3. Remote service setting

System Options

User management

Adding, modifying and deleting user information

Date/time setting

Calibrating the real time clock of RDU-EX

Restore system

Rebooting the RDU-EX and restoring default configuration

Site setting Modifying site information online
System upgrade Upgrading the application program online
System title Setting title and logo picture at the top of the Web page

Help

About RDU-EX

Displaying serial number, identify code and software version, and supplying links for
downloading user manual and tool software

1.3 Technical Specifications

1.3.1 Environment Specifications

See Table 1-7 for the environment specifications of RDU-EX.

Table 1-7 Environment conditions

Item

Requirement

Application location

Usually in data center or computer room, with air conditioner

Working temperature

—10C~+557C

Relative humidity

5%RH ~ 95%RH, no condensing

Working environment

Dust: compliant with the indoor requirements of GR-63. No corrosive gas, flammable gas, oily
mist, steam, water drops or salt

Air pressure

70kpa ~ 106kpa

Storage temperature

-40°C ~ +70°C

Cooling Natural cooling
Power distribution network TT/TN
Protection level 1P20

1.3.2 Mechanical Specifications

See Table 1-8 for the mechanical specifications of RDU-EX.

Table 1-8 Mechanical specifications

External model Measures Values Tolerance
Height 42mm <£0.5mm
Width 130mm <£1mm

RDU-SICP
Depth 170mm <+1mm
Weight <1lkg
Height 42mm <£0.5mm
Width 31mm <+1mm
Sealing baffle panel

Depth 331mm <£1mm
Weight <0.5kg

1.3.3 Performance Specifications

The Northern interface of RDU-EX is shown in Table 1-9.
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Table 1-9 Northern Interface

Device type Connection mode Description
RDU-M Network Private protocol
RDU-A G2 Network SNMP protocol
Third part
) P . y Network SNMP protocol
monitoring

The Southern interface of RDU-EX is shown in Table 1-10.

Table 1-10 Southern Interface

Device type Max number Description
COM1, Sensor, COM2 and COM3 can connect intelligent device, and up to 2 devices can be
Intelligent 4 connected to each interface and totally 4 devices can be connected. (When the sensor interface

device is connected to a sensor, it cannot connect an intelligent device. The other interfaces can
connect the intelligent device normally)
The Sensor interface can connect sensors and can connect up to 4 temperature and humidity

Sensor 4+2 sensors and 2 extended 4DI (maximally 19 measure points); The addresses of temperature and
humidity sensors: 20, 21, 22 and 23; The addresses of 4Dl sensors: FO, F1.

Note: The total length of the cable connected to the interface is less than 100m.

1.3.4 Product Certification

RDU-EX complies with CE directives through self-claim mode.
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Chapter 2 Hardware Installation

This chapter expounds the hardware installation of the RDU-EX.

2.1 Installation Preparation

2.1.1 Notes

When installing RDU-EX, take the following precautions to avoid personnel injury and device damage by accident.
®RDU-EX has a strong magnetic iron on its bottom surface, take care when placing or installing it.
® Always cut off the power before performing any installation operation on the RDU-EX
®Ensure that the external devices are connected to the correct ports of the RDU-EX
®\\ear an ESD-proof glove during installation

® Arrange the wires properly, and do not put any heavy objects on the wires or stamp the wires

2.1.2 Ambient Requirements

Operation environment

The RDU-EX must be installed indoor. Refer to Table 1-7 for specific requirement.
ESD-proof
To make the static electricity reduce to zero, you must take measures as follows:
®Keep proper temperature and humidity in the data center (see Table 1-7).

®\\ear the ESD-proof gloves and work clothes before contacting with the PCB. If there are not ESD-proof gloves and work
clothes, wash hands with water and dry them.

Immunity
Take the following measures for immunity:

®Keep the working ground of RDU-EX away from earthing device of electricity device or SPD earthing device
®Keep away from the radio-transmitting station, radar transmitter and high-frequency large-current device
®Use the electromagnetic shielding method if necessary

2.2 Installing RDU-EX

2.2.1 Hanging Mode Installation

RDU-EX can be hanged on the flat surfaces such as cable management plate of the cabinet or wall. The bracket
installation mode and the installation effect of cable management plate are shown in Figure 2-1.

Hanger
(1pcs>

M4 Flat-head
screw ( 2pcs )

Qi P A R

Figure 2-1 Installation bracket and hanging mode installation effect
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2.2.2 Installation in Rack

1. Confirm that the cabinet well fixed to floor, and no obstacle is inside or outside the cabinet.

2. Use M4 screws (from accessories) to fix the brackets (usually the multi-purpose parts, can be used both for hanging
mode installation and installation in rack) on the sides of the RDU-EX box (on either left or right sides), as shown in
Figure 2-2.

3. Use M6 floating nuts to fasten the RDU-EX to the cabinet through the brackets on two sides.

M4 Flat-head
screw ( 2pcs )

Hanger
(1pcs)

Figure 2-2 Installation bracket and rack-installation effect

Note

1. Use can use baffle panels (optional parts) to cover the vacant part in the rack, both left and right sides of the plate can be
installed;

2. Connect the baffle panel and RDU-EX according to Figure 2-3, and then install the unit in a rack.

Hanger Baffle M4 Flat-head
screw ( 4pcs )

Figure 2-3 lllustrations for installation bracket and baffle plate and installation effect

2.2.3 Installation Through Magnetic Iron

The bottom surface of RDU-EX has three strong magnetic irons, as shown in Figure 2-4. The unit can be attached to
the flat surface of the cabinet by magnetic forces.
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Strong magnets on the
bottom (3pcs)
Figure 2-4 Magnetic irons on the bottom surface of RDU-EX and installation effect
& Note
The magnetic iron has strong magnetic forces, so be sure to take care to avoid hurting your hand during installation process!
2.3 Electrical Connections

8] Note
Input voltage of RDU-EX: 100Vac~240Vac, frequency: 50/60Hz.

Connect the power cables according to Figure 2-5, and connect the breakaway-prevention clip. After completing the
connection, connect the other end of the cable to the power supply.

Anti-disengaging
fastenner

C13 end of the
power cable

Figure 2-5 lllustration for breakaway-prevention clip
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Chapter 3 Web Page Of RDU-EX

This chapter introduces how to log in the RDU-EX through Web browser and relevant functions of the RDU-EX.

3.1 Login Preparation

To ensure that the RDU-EX page function can be normally used, please refer to this section for selecting and setting
browser options.

3.1.1 Checking IP Address Connectivity

Before logging in RDU-EX through Web, please first confirm the IP address of RDU-EX, and test its connectivity. Refer
to Q5in 4.2 FAQ for the test method.

3.1.2 Checking Browser Version

For the best user experience, the recommended browser is Internet Explorer, its version includes: IE8, IE9, IE10 or
IE11.

3.1.3 Checking Browser Setting

Checking IE General setting

Double-click the icon of IE to run the software, click the menus of Tools -> Internet Options, then click the Settings
button on the General tab, and select Every time | visit the webpage for Check for newer versions of stored
pages, as shown in Figure 3-1.

Internet Options = |[==]

General |53curlty I Privacy I Content | Connections | Programs I Advanced|

Home pags

/‘ To create home page tabs, type each address on its own line,
Temporary Internet Files and History Settings @

Temporary Internet Files

Internek Explorer stores copies of webpages, images, and media
for fasker wiewing later, Use default | | Use blank.

Check For newer versions of stored pages:

@) Every time I visit the webpage ry, cookies, saved passwords,
Ewery time I start Internet Explarer
Aukornatically Ion exik
Mewver y
Delete. .. | | Settings |
Disk space to use (G-1024ME) 50 2
(Recommended: 50-250MB)
. Setkings
Current location:

CiUsersiGavint AppDatal LocaliMicrosof tywindows Temporary
Inkernet Files'

displayed in Settings

| Maove Falder... | | View objecks | | Yiew Files |

Hiskary | Fornts | | Accessibility |
Specify how many days Internet Explorer should save the lisk
of websites vou have visited,

Days to keep pages in history: 20 = 1 -
Cancel Apply

[ Ok ] | Cancel |

Figure 3-1 General setting
Checking IE proxy setting

1. Double-click the icon of IE to run the software, click the menus of Tools -> Internet Options and then choose the
Connections tab to pop up the window shown in Figure 3-2.
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Internet Options @
| Genetal I Security I Privacy I Content | Connections | Pragrams I Advanced

To st up an Inkernet connection, click,

Setup,

Dial-up and Yirtual Private Metwork settings

Add...
Add YPM...
Remove...
Choose Settings if you need to configure a proxy Sekkings
server for a connection,
(@) Mever dial a connection
Dial whenever a nebwork conneckion is nok present
Always dial my default connection
Set default

Local Area Metwork (LAN) settings

L& Settings do not apply to dial-up connections. L&M settings

Choose Settings above for dial-up setkings,

[ OK ] [ Cancel ] Apply

Figure 3-2 Choosing the Connections tab

2. In the window shown in Figure 3-2, click the button LAN Settings to pop up the window shown in Figure 3-3.

Local Area Metwork (LAMN) Settings @

Automatic configuration

Autamatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

Automatically detect settings

I:lUse auktomatic configuration scripk

Proxy server

DUse a proxy server for your LaM (These settings will not apply to
dial-up or ¥PI connections),

an Advanced

Evpass proxy server For local addresses

[ Ok ] [ Cancel

Figure 3-3 LAN setting

3. Consult the network manager of your area, ask if you need to set a proxy server and get the configuration method. If
there is no need to set a proxy server, do not tick any option.

Checking IE security setting

1. Double-click the icon of IE to run the software, click the menus of Tools -> Internet Options and then choose the
Security tab to pop up the window shown in Figure 3-4.
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Internet Options =

| General | Security |Privacy I Conkent I Connections I Pragrams I Advanced

Select & zone to wiew or change security settings.

@ & v O

Inkernet Local intranet  Trusted sites Restricted
sites

Trusted sites =
T et
4 This 2one contains websites that you
b trusk not to damage vour compuker ar

wour Files,
“ou have websites in this zone.

Security level For this zone
Allowed levels For this zone: Al
Low
- Minimal safeguards and warning prompts are provided
- Most content is downloaded and run without prompts
- all active content can run
= - Appropriate for sites thak you absolutely trust

[ Enable Protected Mode (Fequires restarting Inkernet Explorer)

[ Custorn level. .. ][ Default level ]

[ Reset all 2ones to default level ]

[ Ok ] [ Cancel ] Apply

Figure 3-4 Security setting 1

2. In the window shown in Figure 3-4, choose Local intranet and click the Custom level button to pop up the window

shown in Figure 3-5.

Security Settings - Local Intranet @
Setkings
b -
=, Looss HAML @
() Disable
@ Enable
) Prompt
,y‘j X_AML browser applications
() Disable
@ Enable
() Prompt
,y‘j X_PS documents
() Disable
@ Enable
) Prompt
% MET Framework-reliant components
% Permissions For components with manifests
T Misshla T
< | i 3

*Takes effect after you restart Internet Explorer

][ Reset... ]

[ Ok ] [ Cancel ]

Reset custom settings

Resst to: Mediurn-low [ Default)

3. In the window shown in Figure 3-5, set ‘Medium-low’ for the security level. Click the Reset button to finish Reset

custom settings, at last, click OK.
4. In the window shown in Figure

Figure 3-5 Security setting 2

3-6, set Enable for File download.
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Internet Options 7 |[=]

General | Security |Privacy I Content I Connections I Programs I Advanced|

Select a zone to view or change security settings,

@ € v O

Internet  [BIEEIEEGES Trusted sites  Restricked

sites
Local intranet Security Settings - Local Intranet
This zone is for all we :
= found on your intrang Settings
) Disable gl
Security level for this zone Enable
J Prompt

Allowed levels for this zone ey -
i @ Downloads
Medium-low & automatic prompting for File downloads

- Appropriate f

Disabl
(intranet) sabte |—|
— - Mast content =
- Unsigned Acti
- Same as Medi
[]Enable Protected Mod © Enable
Fant download
(0) Disable
Enable
() Prampk
.9‘2 Enable \MET Framework setup i
T Picahla
4 [ | +
[ *Takes effect after you restart Internet Explorer

Resel custom settings

Reset to! [Medium-low[DefaultJ '] [ Reset... ]

Ok ] [ Cancel ]

Figure 3-6 Enabling file download

5. In the window shown in Figure 3-7, set Enable for Initialize and script ActiveX controls not marked as safe for
scripting.

Internet Options 7=

General | Security |Privacy I Content I Connections I Programs I Advanced|

Select a zone ko view or change security settings,

@ €@ v O

Internet  [EEREWERER Trusted sites  Restricked

sites
Local intranet Security Settings - Local Intranet @
This zone is for all we
= found on your intrang  Settings
@ Prompt -
Security level for this zone v [zownload unsigned Activer controls
_ @ Disable
Allowed levels for this zone Enable
Medium-low = Prompt i
Ei:t?grn?eli;iate fi |#| Initialize and script ActiveX controls not marked as safe for scripl—I
Disable
- Mast content
- - Unsigned Acti
- Same as Medi () Prompk
[|Enable Protected Mad || Orly allows approved domains bo use Activel without prompt
Disable
() Enable
|| Run Activel controls and plug-ins
() Administrator approved
Disable
Enshla S
< [ | +

[ *Takes effect after you restart Internet Explorer
Reset custom settings
Reset to: [Medium-low[DefaultJ '] [ Reset... ]
[ Ok ] [ Cancel ]

Figure 3-7 Enabling ActiveX controls
6. In the window shown in Figure 3-8, add the IP address of the RDU-EX into the trusted site list.
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3.2

Internet Options

(7 =]

General | Security |Privacy IContent | Connections | Programs | ndvanced|

o

Restricted
sites

Select 5 zane ko view or change security settings.

@ &/

Inkernet Local intranet | Trusted sites

Trusted sites

v

This zone contains websites that wou
trust not to damage wour comnliFer ar

your files, . Trusted sites
You have websites

==

Security level for this zone You can add and remove websites From this zone. All websites in

Allowed levels For this zon

i,

this zone will use the zone's security settings.
Low

- Minimnal safg

- Most conter| Add this website ko the zone:

- Allactive col  192,166.0.252] add
— - Appropriate|

Websites:

["]Enable Prakected Mol

http:f{ 10,163, 236,100
hitbp: {10,163, 236, 104
httpeff 10,163, 236, 106
http:ff10,163,236.61

i

Remove

[ | »

LMlam em e ma

[T Require server verification (htkps:) For all sikes in this zone

Close

Figure 3-8 Adding trusted sites

Log In RDU-EX

3.2.1 Login Page

3.2.2

1. Open the IE browser, and enter the IP address of the RDU-EX in the address box, the login page will appear, as
shown in Figure 3-9. If the login page does not appear, referto Q5in 4.2 FAQ.

N N

N
EMERSON

Network Power

N
EMERSON

Network Power

User Name: ‘ User Name: l

Password: | | Forget password Password: | Forget password
Change Theme B W R English Change Theme B W X English

Crystal blue

Ocean blue

Figure 3-9 Login page of RDU-EX

2. On the login page, select a preferable theme by clicking Bl or ll: Bl means crystal blue; Bl means ocean blue,
as shown in Figure 3-9.

3. Type the username and password (default username: ‘admin’, default password: ‘emerson’), and click the Login
button, the homepage will appear, as shown in Figure 3-11.

Forgetting Password

If you forget the password, click the Forget Password button on the login page, and the screen will display the page
of getting password, as shown in Figure 3-10.
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3.3

X

N
EMERSON

Network Power

Please inputuser name

Password will be sentto your email boxor
phone setinthe system soon

r
User Name:

Submit Return

Figure 3-10 Page of getting password

Type your username, and click the Submit button, your password will be sent to the email box or phone which you
have configured before. Clicking the Return button cancels the operation.

& Note

1. Only when you have correctly configured the email and SMS parameters on the SMS and Email Server Configuration page
can you receive the password sent by the system. Refer to Alarm Notification in 3.4.3  Alarm Management for detailed setting
method.

2. The gotten password is a random new password generated by the system; please modify the password after logging in the
system successfully.

Homepage Of RDU-EX

After successful login, the homepage of RDU-EX is displayed by default, as shown in Figure 3-11.

X

~
EMERSON
Netwark Power
RDUEX s on i - 6
ENV (ENP_ENV_SIC{SENSOR])
+ Environmental
Index Signal Name Value 7
Cow | | Temp2 54T
2 Hum2 2556%
+ UPS
1 —— sate Shurdown
Alarm Management +
DataBHistory  +
Device Options. ~ +
m Opii +
il L] EAIMams | ACibcal Aams | BModerato Alams | @ Low Alams
Help = Index  Alarm Level Device Name Alarm Trigger value Alarm Acknowledgement 8

Critical ENv Low Temp2 A Canfirmed

Mederate TAUPS

Confirmed

1. Menu item 2. Controllable status 3. Current number of every level alarm
4. System title 5. Logo 6. [User] Logout
7. Function display area 8. Real-time alarm displaying list 9. Alarm pop-out setting

10. Time calibrating link
Figure 3-11 Homepage of RDU-EX

3.3.1 Time Calibrating Link

The lower left part displays the system time of RDU-EX. Clicking the RDU-EX time will jump to the time calibrating
page. For detailed operation, refer to Date/Time Setting in 3.4.6 System Options.

3.3.2 Clearing Time-Out

When there is no operation on the page within 15min, the page will become uncontrollable, as shown in Figure 3-12.
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BN
&
EMERSON

Network Power

RDU-SIC G2 System Controllable:

Devices Info . Sampling Control

ENV (ENP_ENV_SIC[SENSOR])

— Environmental
Index

. ”
2
+ UPS

Safe Shutdown +

Setting

Welcome

Alarm

Figure 3-12 Controllable status

Value

23.0°C

26.7%

Liebert. rousic

Performance Monitoring

& Welcome: admin[Logout]

Sampling Time
2015-04-24 13:03:28

2015-04-24 13:03:28

Click [Clear] Time-out, the input box shown in Figure 3-13 will appear. After typing the password, the controllable

status will become normal after about 5s.

Please input password:

m |‘Cance\ |

Figure 3-13 Password verification

3.3.3 Logout

3.34

3.4

34.1

Click the Logout at the upper right corner of the homepage, the prompt box shown in Figure 3-14 will appear, clicking

OK will log out safely.

Real-Time Alarm Pop-Up Setting

The real-time alarm displaying list is contracted on the bottom of the page by default. You can perform the following

operation by referring to Figure 3-11:

Are you sure to logout?

|’ Cancel |

Figure 3-14 Logout

1. Click Display Current Alarms manually, and the real-time alarm displaying list will pop up;

2. Tick Auto Pop-out, and the real-time alarm displaying list will pop up when an alarm is generated;

3. Tick Alarm Sounds, and the system will play alarm sound through the browser when an alarm is generated.

Menu Items

On the homepage of RDU-EX, the menu items include Device Info, Safe Shutdown, Alarm Management,
Data&History, Device Options, System Options and Help.

Device Information

Click the Device Info menu in the left, the submenus will appear. When you click the specific device, the right part will
display the relative information of the device, including Sampling, Control, Setting and Alarm.

A Note

ENV in Device Info is a dummy device, which indicates all temperature sensors and temperature & humidity sensors connected

to RDU-EX.
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Sampling

Clicking the Sampling tab can enter the sampling page, which displays sampling signals of selected device, as shown
in Figure 3-15.

X

EME?!SON Welcome Liebert. woue

Network Power Performance Monitoring

RDU.EX System Controllable: Allow & Welcome: adminLogout]

Devices Info + Sampling Control Setting Alarm

ENV (ENP_ENV_SIC[SENSORY])
+ Environmental

Index Signal Name Valus Sampling Time
m 1 Temp2 233 2016-03-04 08:47:32
2 Hum2 307% 2016-03-04 05:47-32

+ UPS

Figure 3-15 Sampling signals
If some signal is in alarm status, it will be displayed in red.

Control

Clicking the Control tab can enter the control page, which displays control signals of selected device, as shown in
Figure 3-16.

~

EMERSON Welcome Liebert. ~ouex

Performance Monitoring
Network Power g

RDU-EX System Controliable: ! Y & welcome: admin{Logout]
Deviceskif + Sampling Control Setting Alarm
UPS_GXT3G_1 (ENP_UPS_GXT3G[COM])
+ Environmental Index Signal Name Value Refresh DatefTime Value Setting Set
1 Silences Audible Alarms Yes = Yes ]
- ENV
2 Initiates Battery Test Yes 2015-04-23 04:33:19 Yes .
— uPs 3 Turns Output On Yes 2015-04-23 04:33:33 Yes -
4 Turns Output Off Yes 2015-04-23 04:05:15 Yes -
SEUBS: GE¥3G=3 5 Cancels Pending Commands Yes e Yes -] Set
6 Rest Counters Yes i Yes - Set
Safe Shutdown +

Figure 3-16 Control signals
Click the Set button to control the device.

Setting

Clicking the Setting tab can enter the setting page, which displays setting signals of selected device, as shown in
Figure 3-17.

\

3
EMERSON Welcome

Network Power

RDUEX System Controllable: Allow ! T ®o
Devices Info + ‘Sampling Control Setting Alarm

ENV (ENP_ENV_SICISENSOR])
+ Environmental

Index signal Name Value Refresh Date/Time Value Setting set
m 1 High Temp2 Alarm limit 5000 . ] O
2 Low Temp2 Alarm limit 400t == |:| O
* s 3 High Hum2 Atarm fimit 80.0% 2016.03.03 20:01:46 ] O
4 Low Humz Alarm lmit 10.0% 2016.03.03 20:0204 [ O

Safe Shutdown  +

Figure 3-17 Setting signals
You can set several signals at the same time, and at most 16 signals can be set at the same time for each time.

Alarm

Clicking the Alarm tab can enter the alarm page, which displays alarm signals of selected device, as shown in
Figure 3-18.

X

EMERSON Welcome Liebert. qoue

performance Monito
Network Powrer Performance Monitoring

RDU-EX System Gontroliable:  Allow ! ¥ ®o & Welcome: adminLogout]

Devices Info + Sampling Control Setting Alarm

ENV (ENP_ENV_SIC[SENSOR])
+ Environmental

Index Signal Name Alarm Level Update Alarm Level Set N
m 1 High TempD Alarm Critical [m]
2 Low Temp0 Alarm Critical ]
ERUES 3 Tempd Invalid Alarm Critical [m]
4 High HumD Alarm Critical a
Safe Shutdown  +
B Low Hum0 Alarm Critical a

Figure 3-18 Alarm signals
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3.4.2

You can set alarm level of several alarm signals at the same time, and at most 16 signals can be set at the same time
for each time.

Safe Shutdown

On the RDU-EX homepage, click the Safe Shutdown menu on the left, two submenus appear, including Shutdown
Schedule and Server Shutdown.
Shutdown Schedule

Click Shutdown Schedule under the Safe Shutdown menu, the page shown in Figure 3-19 pops up.

~

N
EMERSON Welcome

Liebert. couex

Performance Monitoring
Network Power J

RDU_EX System Controllable: Allow ! Welcome: admin[Logout]
_— - Schedule Shut Down

SitaSatioua = Sequence Number Task Name Target Equipment ShutDown Mode Shut Down Time Open Time Status

= Shutdown Schedule

Schedule Shut Down Config
+ Server Shutdown

Task Name I Target Equipment | UPS_GXT3G_1 -

Sarm Mansgement. Status Disable Device >

Data&History + ShutDown Mode @ ONCE @ According To Day ® According To Week Shut Down Time 2015 v 4 v 24~ 00 v:00 v
Open Mode @ Do Not Open Device @ OpenDevice AtOnce @ SelfDefine  OpenTime =

Device Options +

/Add Schedule ShowDown h] lDeIete Schedule ShowDow] [Mouify Schedule ShowDow)|

System Options +

Help )

Figure 3-19 Shutdown Schedule page

The Shutdown Schedule page is used to add, delete and modify schedule shutdown task of UPS devices.

As shown in Figure 3-19, type a task name of schedule shutdown in the field of Task Name, select a Target
Equipment, select whether to enable the task in the Status field, select ShutDown Mode and Open Mode, and then
add ShutDown Time according to the corresponding prompt, the page is shown in Figure 3-20.

..

N
EMERSON Welcome

Liebert. couex

Performance Monitorin
Network Power toring

RDU.EX System Controllable: Allow ! & Welcome: admin[Logout]

Devices Info i Schedule Shut Down

Safe Shutdown e Sequence Number Task Name Target Equipment ShutDown Mode Shut Down Time Open Time Status

= Shutdown Schedule

Schedule Shut Down Config

+ Server Shutdown
Task Name Test Target Equipment  UPS_GXT3G_1 i g

Alarm Management +
Status Enable Device v

Data&History + ShutDown Mode @ ONCE D According To Day © According To Week Shut Down Time 2015 v /4 v ;24 v 00 v - 00 v
Open Mode @ Do Not Open Device © OpenDevice AtOnce @ SelfDefine  OpenTime =

Device Options +

/Add Schedule ShowDown "I [Delete Schedule ShowDow] [Mod(fy‘ Schedule ShowDow

System Options b

Help +

Figure 3-20 Schedule shutdown task list

Click the Add Schedule Shutdown button, the task will be successfully added. As shown in Figure 3-21, a new task
has been added in the schedule shutdown task list. The tasks in the task list will be executed automatically according
to their Enable/Disable status.
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N\

45
EMERSON

Network Power

Devices Info +

Safe Shutdown =

* Shutdown Schedule

* Server Shutdown

Alarm Management +
Data&History +
Device Options +
System Options +*

Help +

m Controllable: Allow

Schedule Shut Down

Sequence Number Task Name

Welcome

Target Equipment

ShutDown Mode

Shut Down Time

Liebert. rou=

Performance Monitc ]

P me: admin[Logout]

Open Time

[ 1 Test

UPS_GKT3G_1

ONCE

2015-04-24 00:00:00

Do Not Open Device Yes ]

Schedule Shut Down Config

TaskName

Status Disable Device
ShutDown Mode

Open Mode

@ ONCE @

@ Do Not Open Device

According To Day

@ Open Device At Once

@ According To Week

© selfDefine

Target Equipment

Shut Down Time

Open Time

UPS_GKT3G_1 -

2015 v 4 w24 v

0o

- 00 -

|Add Schedule ShowDown HI [Delete Schedule ShawDowl [Mad\fy Schedule ShowDow)

Figure 3-21 Schedule shutdown task list

The descriptions about the RDU-EX schedule shutdown function are as follows:

1. When the Open Mode is set to ‘Do Not Open Device’ or ‘Open Device At Once’, the Open Time cannot be set, and

it is displayed as ‘--’;
2. The format of ShutDown Time changes with different options of ShutDown Mode automatically, as shown in

Figure 3-22.

ShutDown Mode @

Open Mode (@]

ShutDown Mode

Open Mode

ShutDown Mode

Open Mode

) ONCE

ONCE © According To Day

Do Mot Open Device

@ According To Day

© Open Device At Once

© According To Week

@ Self Define

@ According To Week

© ONCE

) Do Mot Open Device

) Do Mot Open Device

© According To Day

@ Open Device At Once

© Open Device At Once

@ selfDefine

@ According To Week

® SelfDefine

Shut Down Time

Open Time

Shut Down Time

Open Time

Shut Down Time

Open Time

2015 ~ 1 4 w24
2015 ~ 4 w24
00 - - 00 -

At The Right Day

Every We = oF Mon.

At The Right Day

00~ - 00
00~ - 00
00 » - 00 v

AT 00 = - 00

00 + - 00 *

Status

-

Figure 3-22 Format of shutdown time

an

Note

1. The RDU-EX can support up to ten shutdown tasks.
2. Only when “Enable Device’ is set for Status can the schedule shutdown task be enabled.

Server Shutdown

Click Server Shutdown under the Safe Shutdown menu, the Server Shutdown page will pop up, as shown in
Figure 3-23.

N

EMERSON

Liebert. v«

Performance Monitoring

Welcome

Network Power

RDU-EX m Controliable: Allow ! ! & Welcome: admin[Logout]

Devicasato + Server Shutdown You need to install Emerson Network shutdown software in the server to support this feature!
No. UPS Name Server IP
Safo SIUHOWD s 1 UPS_GXT3G_1 0000
* Shutdown Schedule
Modify
SRSEOEE SR UPS Name UPS_GXT3G_1 - Server IP 0.0.0.0
Alarm Management + Add l [ Delete
Data&History +
Device Options +

System Options >
Help +
Figure 3-23  Server Shutdown page

On the Server Shutdown page, you can add and delete server shutdown task.
®The procedures for adding a server shutdown task are as follows:
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1. Select a UPS from the drop-down box of UPS Name;
2. In the Server IP field, type the IP address of the server to be closed;

3. Click the Add button, the server shutdown task is added, and the basic information of the UPS will be displayed in
the upper list of the page.

a Note

If you want to use the server shutdown function, please install ‘Emerson network shutdown’ software in the server.

®The procedures for deleting a server shutdown task are as follows:
Select the task to be deleted in the server shutdown task list, and click the Delete button to finish the operation.

3.4.3 Alarm Management

The Alarm Management menu supplies alarm centralized management function, enabling you of self-defining alarm
notification and alarm linkage rules, and viewing historic alarm.

On the RDU-EX homepage, click the Alarm Management menu on the left, three submenus appear, including
Current Alarm, History Alarm and Alarm Notification.

Current Alarms

Click Current Alarms under the Alarm Management menu, or refer to 3.3.4 Real-Time Alarm Pop-Up Setting, the
current alarm list will pop up, as shown in Figure 3-24.

Alarm Management —

« History Alarm
* Alarm Notification
Data&History +
AAlAlGmms | A Crifical Aams || B Moderate Alams || Low Alarms
Device Options ~ + Index Alarm Level Device Name Alarm Trigger value Alarm Date/Time ‘Alarm Acknowledgement
Critical ENV Low Temp2 Alarm 27.40C 2016-03-03 20:01:15 Confirmed

System Options ~ +

2 Moderate ITAUPS Communication Failure Alarm - 2016-03-03 19:31:34 Confirmed
Help +

RDU-EX Time: 2016-03-04 09:41:20 - Display Current Alams | & AutoPop-out | Ml Alarm Sounds

Figure 3-24 Current alarms

1. You can click the tabs above the alarm list to view current alarms according to alarm levels.
2. Click the Acknowledge button to confirm the alarm. After conformation, no alarm notification about the conformed
alarm will be sent.

3. When the mouse is located on the Confirmed link, the alarm confirming information will be hovered; when you
move the mouse, the information will disappear, as shown in Figure 3-25.

Alarm Management —

« History Alarm
+ Alarm Notification
Data&History +
& All Alarms. A Critical Alarms @ Moderate Alarms @ Low Alarms
Device Options + Index Alarm Level Device Name Alarm Trigger value ‘Alarm Date/Time ‘Alarm Acknowledgement

Critical ENV Low Temp2 Alarm 27400 2016-03-03 20:01:15 Confirmed

System Options ~ +

2 Moderate ITAUPS Communication Failure Alarm - 2016-03-03 19{Relevant Device: ITA UPS Confirmed
Holp, * ISignal Name: Communication Failure
|Atam
{Alarm Level: Moderate
[Sampling Time: 2016-03-03 19:31:34

Confimmed by = admin

[Confirmed on Date/Time: 2016-03-03
20:02:24

RDU-EX Time: 2016-03-04 09:41:56 ~Display Current Alams | & AutoPop-out | M Alarm Sounds

Figure 3-25 Confirming information

History Alarm

Click History Alarm under the Alarm Management menu to look over historical alarm records. Select a device (for
instance, ‘All Devices’) and set the start time and end time (for instance, from 2016-03-04 00:00:00 to 2016-03-04
23:59:59). Then click the Query button, all alarm records generated between the start time and end time will be listed,
including: Index, Device Name, Signal Name, Alarm Level, Trigger valve, Start Date/Time, Confirmed by, Confirmed
on Date/Time and End Date/Time, as shown in Figure 3-26.
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~

S5 Liebert RDU-EX
EMERSON Welcome PEiEaeReENN g

Network Power

RDU-EX System Controliable: Allow 1 Y & Welcome: admin{Logout]
Devices Info + History Alarm Query Please a ery iata records by downioading
Device Name:
Safe Shutdown  + =
Start Date/Time: [2016-03-04 00:00:00 End Date/Time: 20160304 235959 3]

Alarm Management ~

- Current Alarms

* Alarm Notification

DatagHistory +
Device Options ~ +
System Options ~ +

Figure 3-26 History alarm query
Click the Download button to download the query results.
Alarm Notification

1. User Alarm Notification Configuration

Click the Alarm Notification under the Alarm Management menu, the page shown in Figure 3-27 pops up. You can
choose the notification method to receive notification of chosen level alarm from chosen equipment, meanwhile, you
can also choose the language of alarm notification information and customize the alarm content (including Equip name,
Alarm description, Alarm TIME and Alarm state by default).

Click the Save button to finish the alarm configuration. When an alarm is generated, the system will notify users
through the chosen natification method.

&a Note

1. Users must tick the notification method first in the Notification by check boxes, and then the alarm table below can be edited;
2. When all devices are chosen, all devices will be configured with the same alarm level,

3. When low level alarm is chosen, the alarm level above this level will also be chosen;

4. When some device is chosen, the highest level Critical Alarm will be chosen by default.

X -
N b )
EMERSON Welcome Liebert. «ou=
Performance Monitoring
Network Power
RDU_EX 3 ! Ll & 7 adminGEi#]
Devices Info + User Alarm notification Configuration SMS And Email Server Configuration Scheduled Notification Configuration
Tip: If an alarm occurred and is not confirmed to be closed, the system will keep on sending alarm notification every 4 hours up to 3 times
Safe Shutdown +
User Name: admin [Administrator]  ~
Alarm Management =
Email
* Current Alarms
Phone -
+ History Alarm Language Type ® English © Chinese
= Alarm Notification Notification by E Email [ sms [ Phone
Data&History + Customized Alarm Notification Device Name Alarm Description Alarm Date/Time Alarm Status ] AlarmLevel [0 site Name O sitelP
Device Options + All Devices Device Type Applied Critical Moderate Low

Systai Opiions L ENP_RDU[DUMMY]

Help o ENP_UPS_GXT3G[COM]

ENP_ENV_SIC[SENSOR]

Figure 3-27 User alarm notification configuration
2. SMS And Email Server Configuration

Click the Alarm Notification under the Alarm Management menu, and then click the SMS And Email Server
Configuration tab, the page shown in Figure 3-28 pops up.
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~
S
EMERSON Welcome

Liebert. ou.ex

el ance Mo :
Network Power Performance Monitering

RDU-EX System Controllable: ~ Allow ' ! & Welcome: admin[Logout]

Devices Info + User Alarm notification Configuration SMS And Email Server Configuration Scheduled Notification Configuration

SMS Modem Configuration ( Tip: SMS Modem can be installed on USB port, please confirm the jumper set to Normal Mode!)
Safe Shutdown +

Port Type: usB v
Alarm Management — SMS Modem: Not Configured v
= Current Alarms Parameter. 460800,n,8,1
= History Alarm Save Configuration
* Alarm Notification Email Server Configuration

Email Server: [14210016.45 |
Data&History +

Server Port [ | O ssL
Device Options +

Email User [Rou-A |
System Options  + Email Password |--.u--- ‘

Sender Email Address: |RDU-A@emersonnetwork com.cn
Help +

Default Save

Figure 3-28 SMS/Email server configuration

On the page shown in Figure 3-28, you can perform SMS Modem Configuration for alarm notification reminding
through SMS or phone, you can also perform Email Server Configuration for alarm notification reminding through
email, the procedures are as follows:

®SMS Modem Configuration
1) Connect an SMS Modem through USB port according to need, and choose Port Type, the page will display
Parameter automatically;
2) Choose SMS Modem (GSM) according to the SMS Modem type;
3) Set the communication parameter of the SMS Modem;
4) Click the Save Configuration button to save the configuration of current user's SMS Modem.

®Email Server Configuration
1) Type the server IP address or domain name in the Email Server field;
2) Type the Server Port, Email User, Email Password and Sender Email Address in the corresponding fields;
3) Click the Save button to save the configuration of current user’s Email server.

R Note

1. The Server Port is ‘25” by default. When SSL is chosen, the Server Port will become ‘465’ automatically;
2. The Email User is ‘RDU-A’ by default;
3. When using SSL, you need to ensure that the Email server supports SSL function.

3. Scheduled Notification Configuration
Click the Alarm Notification under the Alarm Management menu, and then click the Scheduled Notification
Configuration tab, the page shown in Figure 3-29 pops up.

=

Liebert. o«

N W
elcome
Em&l}"sang Performance Monitoring
RDU-EX System Controllable: Allow ! & Welcome: admin[Logout]
Devices Info + User Alarm notification Configuration SMS And Email Server C i ion Ct
Safe Shutdown +
User Name admin [Administrator] v
Alarm Management —
Phone
« Current Alarms
Email -
« History Alarm Notification by Email SMS
= Alarm Notification Language Type: @ English Chinese
Data&History - Notification Enabled Period: Start Time: 8:00 s End Time: 20:00 g
Device Options o Notification Scheduled Cycle © week @ Day 2 hour
System Options S Interval Of Notification 1 Day
Help + Send Time Setting: 11:00 v

Figure 3-29 Scheduled notification configuration
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(] Note

1. Scheduled notification configuration must be used together with user alarm notification configuration; otherwise, you cannot
select User Name, Notification by and Language Type;

2. For scheduled notification configuration, the notification method ‘Phone’ is not supported;

3. The scheduled notification means sending the running state of the RDU-EX system (normal or alarm) to the user.

1) First of all, on the User Alarm Notification Configuration page, complete and save the setting of User,
Notification by and Language Type.

2) On the Scheduled Notification Configuration page, set the Notification Enabled Period (setting range: 8:00 ~
20:00), Notification Scheduled Cycle (default: Hour), Interval of Notification (default: 1) and Send Time Setting
(default: start time).

3) Click the Save button to save the system notification configuration.

3.4.4 Data & History

The Data & History menu supplies query service of all types of historical data and logs for the user.

On the RDU-EX homepage, click Data & History in the left part, four submenus appear, including: Device
Information, History Data, History Log and Clear History.

Device Information

Click the Device Information under the Data & History menu, the page shown in Figure 3-30 pops up. The page
includes two tabs: Device Information List and Export SNMP MIB.

1. Device Information List

As shown in Figure 3-30, the page lists the main information of all equipment. Click the Download button to download
the query result.

-
N Liebert. coue
EMERSON. Lusiesiis e TArER Mooy

Netwark Pawer
RDU_EX System Controllable:  Allow 1 L] ®o o R——
Devices Info + Device Information List | Export SNMP MIB

Device Information List Please download within 5 minutes.

Safe Shutdown  +

Alarm Management +

Index Device Type Device Name Location
Data&History - 1 ENP_RDU[DUMMY] Monitoring Unit Cabinet
] 2 ENP_ENV_SIC[SENSOR] ENV RACK

3 ENP_UPS_ITA1_3K[COM] ITAUPS RACK

- History Data
= History Log

= Clear History
Figure 3-30 Device information list

2. Export SNMP MIB
As shown in Figure 3-31, you can export MIB information according to device type. After selection, click the Download
button to export MIB information.

£
EMERSON. Welcome

Network Pawer

Liebert. v

Performance Monitoring

. System Controllable: Allow 1 L] ®o 2 Welcome: adminlLogout]

Devices Info + Device Information List || Export SNMP MIB

Export SNMP MIB
Safe Shutdown  +

Devce Typa NP RDUDUMINT V]

Alarm Management +

Data&History -

= Device Information

- History Data
= History Log

= Clear History

Figure 3-31 Export SNMP MIB
History Data

Click the History Data under the Data & History menu, the page shown in Figure 3-32 pops up. The page has two
tabs: History Data and Historical Curve.
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x

EMERSON Welcome Liebert

Network Power Performance Monitoring

®o0 Fy ne: admin{Logout]
Devices Info + History Data | Historical Curve
History Data Query Please download within & minutes. Number of data records displayed

on this page, ho et all the data re

safe Shutdown  +

Device Name: Log Type:
-
PN Start Date/Time: 20160304 00:00:00 )| End DatefTime 20160304 235959 |
DatadHistory = Query I Downioad
© DEIBEUMETIE 20 Index Device Name. Signal Name Value unit DaterTime
1 ENV Temp2 24330 C 2016-03-04 00:01:13
2 ENV Hum2 2640 % 2016-03-04 00:01:13
+ History Log .
3 ENV Temp2 24860 T 2016-03-04 01:01:13
+ Clear History 4 ENV Humz 2710 % 2015-03-04 01:01:13
5 ENV Temp2 2440 © 2016-03-04 01:19:19
Dexice Onfion: ity 6 ENV Temp2 2420 © 2016-03-04 020113
Systom Options + 7 ENY Hum2 2630 % 2016-03-04 0201113
8 ENV Temp2 2400 T 2016-03-04 03:01:12
jelp, * g ENV Hum2 2630 % 2016-03-04 03:01:12

Figure 3-32 History data
1. History Data

As shown in Figure 3-32, choose a device (for instance, ‘All Devices’) and the log type (for instance, ‘History Data’),
and set the start time and the end time (for instance, from 2016-03-04 00:00:00 to 2016-03-04 23:59:59). Then click
the Query button, all the history data during the time will be listed, click the Download button to download the query
result.

2. Historical Curve

As shown in Figure 3-33, choose a device (for instance, ‘ENV’) and the query type (for instance, ‘Temp2’), and set the
start time and the end time (for instance, from 2016-03-04 00:00:00 to 2016-03-04 23:59:59). Then click the Show
Curve button, if history data are queried, a historical curve of the signal will be shown.

N
N DU-EX
EMERSON Welcome Liebert. v«
Network Power Performance Monitoring
RDU.EX Sys ! " ®o dminfLogout]
Devices Info + History Data || Historical Curve
Query Historical Curve ™
safe Shutdown  +
Device Name: ENV ~
e 000
Doattisory -
+ Device Information
- History Data
« History Log
« Clear History < >
Start Date/Time: 2016-03-04 00:00:00 i End Date/Time: [2016-03-04 23:53:50 | ‘Show Curve
Device Options ~ +
Historical Curve
System Options ~ + Print Il Print Preview
Help +
Temp2
2
30
28
28
2
=
20
12
16.
14.
' T T T
2016-03-0 00:01:13 2016-03-0¢ 0201:13. 2016-03.06 05:01:11 2016-03-04 0:01:08 v
< >

RDU-EX Time: 2016-03-04 10:56:40 = Display Curre s | ® AuoPopout | M Alarm Sounds

Figure 3-33 Historical curve
History Log
Click the History Log under the Data & History menu, the page shown in Figure 3-34 pops up.

~

EMERSON Welcome Liebert. couex

Network Power Performance Monitoring

RDU-EX System Controllable: Allow ! Y & Welcome: admin{Logout]
— + History Log Query Plea s. Do ecords displayed can not exc a i can get all the o
Log Type: [
Safe Shutdown  + User Operation Log
Start Date/Time: Alarm Noltify Log End Date/Time:
System Log
Alarm Management + Driver Log

DatagHistory -
- Device Information

« History Data

- History Log

« Clear History

Figure 3-34 History log
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On the page shown in Figure 3-34, choose the log type (for instance, ‘Control Log’) and set the start time and the end
time (for instance, from 2016-03-04 00:00:00 to 2016-03-04 23:59:59). Then click the Query button, all control logs
during the time will be listed, click the Download button to download the query result.

& Note

When the log type is selected as ‘System Log’ or ‘Driver Log’, after clicking the Query button, the query result will not be
displayed on the page, instead, it will be directly downloaded as a zip file.

Clear History

Click the Clear History submenu under the Data & History menu, the page shown in Figure 3-35 pops up.

S Liebert. wous

Performance Monitoring

EMERSON

Network Power

RDU-EX System Controliable: Allow 1 v & Welcome: adminfLogout]

Devices Info + Clear History

Please select data type:
Safe Shutdown  +

Alarm Management +

Data&History =
« Device Information
* History Data

» History Log

Figure 3-35 Clear history

As shown in Figure 3-35, you can choose ‘History Alarm’ and click the Clear button to clear all the history alarm. In the
same way, you can clear any other getable data in the drop-down box.

3.4.5 Device Options

On the RDU-EX homepage, click Device Options in the left part, three submenus will appear, including Device
Management, Signal Setting and Batch Configuration.

Device Management

1. Add/Modify/Delete Device
Click the Device Management under the Device Options menu, the page shown in Figure 3-36 pops up.

S

EME;;SON Welcome

Network Power

Liebert. wou-

Performance Monitoring

RDU-EX System Controliable: Allow ! L] ®o & Weicome: admin{Logout]

Devices Info + Add/Modify/Delete Device Install/Uninstall Device Type

er finishing the operation, then click [Save] to enable configuration to take effect.
Safe Shutdown  +
Index _Device Type Device Name Location Address Module_ID Port Parameter

Alarm Management + 2 ENP_ENV_SIC[SENSOR] ENV RACK 2 0 Sensor 9600,n,8,1

7 4 ENP_UPS_ITA1_3K[COM] ITAUPS RACK 1 0 com3 9600,n,8,1
Data&History +
Device Options = Modify

Device Type: Device Name ]

S Port Device Address [ ] vewen ]

Locaton I L Parameter. 1
+ Batch Configuration -

[ Add | [ Modify Delete

System Options ~ +

Save Configuration
Help. -

Save Configuration

Figure 3-36 Add/modify/delete device

As shown in Figure 3-36, you can add/modify/delete a new device, the procedures are as follows:
® Adding a new device
1) Choose the device type in the Device Type textbox;
2) Type the device name in the Device Name textbox, or use the default device name;
3) After the device type is chosen, the drop-down box of Port will list the default port number(s) of the device type
automatically; if the device type is not chosen, the port number cannot be chosen;

4) Type the device address, which must be numbers from 1 to xx, in the Device Address textbox. The device
addresses under the same port number must be different; for some device types, you need not type the device
address, at this point, the Device Address textbox turn gray and cannot be edited. When one kind of device has many
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models, you need to type the model ID, which must be humbers from 1 to xx. The model IDs under one kind of device
must be different;

5) Choose or type the device location;

6) Type the communication parameter in the Parameter textbox. In the event that the device type is certain, the
communication parameter prompt information will appear in the Parameter textbox, including the communication
parameter format and default communication parameter of the equip type;

7) Click the Add button, the page shown in Prompt information 1 in Figure 3-37 pops up, at the same time, a piece of
new device information will be added in the device list;

8) Click the Save Configuration button, the page shown in Prompt information 2 in Figure 3-37 pops up;

Add device successfully, please click [Save Configuration] to enable configuration to take effectl

Prompt information 1

RODU-EX will restart after finishing the saving cperation. Are you sure to save it?

a Cance'

Prompt information 2
Figure 3-37 Prompt information
If clicking the Cancel button, the added equipment fails; if clicking OK, the dialog box of Security authentication pops
up, as shown in Figure 3-13.
9) Type the login password of current user, and click OK. The reboot page pops up, as shown in Figure 3-38;

System is rebooting now, homepage will be reset

Please wait

Figure 3-38 Reboot page

After the system reboots, adding a device becomes effective.
10) Log in the RDU-EX webpage again and the added device will appear in the list on device management page.

Note
Up to four intelligent devices (excluding RDU-EX itself) can be added in the system by default.

®Deleting a device
1) Choose the device which needs to be deleted in the device list;
2) Click the Delete button to delete the device;

3) Click the Save Configuration button to make the settings become effective, and the detailed procedures are the
same as those of adding a new device.

[BA] Note
Before clicking the Delete button, if the device information has been modified, it cannot be deleted.

®Modifying a device
1) Choose the device which needs to be modified in the device list;
2) Modify the device information;
3) Click the Modify button to make the setting effective;
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4) Click the Save Configuration button to make the settings become effective, and the detailed procedures are the
same as those of adding a new device.

After adding, modifying or deleting procedures, if you leave the Add/Modify/Delete Device page without clicking the
Save Configuration button to make the settings effective, the prompt information will pop up to remind you of saving
the configuration, as shown in Figure 3-39.

Wiindouws Internet Explorer @

L Areyou sure you weant to navigate auway from this page?
o Operation weas not saved yet! Click 'O, the current page will be
refreshed and the configuration operation will be lost, Or click 'Cancel’
to stay in the current page and then click 'Save Configuration' to save

the configuration!

Fress QK to continue, or Cancel to stay on the current page,

oK l l Cancel

Figure 3-39 Prompt information 3

(B8] Note
Clicking the Save Configuration button can save all the operations at one time.

2. Install/Uninstall Device Type
Click the Device Management under the Device Options menu, and then click the Install/Uninstall Device Type tab,

the page shown in Figure 3-40 pops up.

S

Liebert. v

Performance Monitoring

N
EMERSON_ Welcome

Network Power

. System Controllable: Allow 1 L] ®o 2 Welcome: adminfLogout]

Devices Info + Add/Modify/Delete Device Install/Uninstall Device Type

Select Installation Package: ... | (Show Help) Install ~

Safe Shutdown ~ +

Alarm Management + Uninstall Device Type

Index Device Type Installed Version Uninstall Device Type

DatagHistory + 1 ENP_PDUICOM] 17 Uninstall

Device Options ~ — 2 ENP_PDU_STSICOM] 2 Uninstall
R=ia R 5 ENP_AC_DME3000[COM] 2 Uninstall

system Options  + 6 ENP_AC_PACCICOM] 16 Uninstall

Figure 3-40 Install/Uninstall Device Type

Click the Browse... button to download configure package (file format of .iru) from local content, and click the Install
button to install the new device type.

3 Note

The device type number supported by the system is related to the system remaining memory and the size of driver configuration
package, but the number cannot exceed 64.

The page displays the installed device type information in the lower right part. Click the Uninstall button, the
confirming dialog box pops up, as shown in Figure 3-41.

Message

Are you sure to uninstall it?

m | Cancel |

Figure 3-41 Confirming dialog box

Click OK, the dialog box of Security authentication pops up, as shown in Figure 3-13, type the login password of
current user, and click OK to uninstall the corresponding equipment type.
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B8 Note

1. While installing device type, if the device type exists and the device driver has a higher version than the driver to be added, it
cannot be installed repeatedly;

2. If the installation pack has no version information, or the version information does not match the software version, the device
type cannot be installed.

3. If some device uses the device type, the Uninstall button becomes gray, displaying Using, and the device type cannot be
uninstalled.

Signal Setting
Click the Signal Setting under the Device Options menu, the page shown in Figure 3-42 pops up.

N
N
EMERSON.

Liebert. .o

Performance Monitoring

Welcome

Network Power

RDU-EX System Controliable:  Allow m ®o & Welcome: adminiLogout]

Devices Info + Modify Device Name Modify Signal

Index Device Name Update device name Set

Env 1 J
1 a

safe Shutdown  +
Alarm Management + 2 ITAUPS
Datag History +
Device Options ~ —

« Device Management

Figure 3-42 Modify device name

On the page shown in Figure 3-42, you can modify the device hame. Type the new device name and click the Set
button to make all setting effective.

a Note

The characters of device name and signal name can be English letters, digits, space and underline. If other characters are typed,
the prompt box shown in Figure 3-43 will pop up.

Message

Input contains invalid character!

ok |

Figure 3-43 Prompt box of invalid characters
Batch Configuration

Click the Batch Configuration under the Device Options menu, the page shown in Figure 3-44 pops up.

~
X
EMERSON.

Liebert. rou-x

Performance Monitoring

Welcome
Network Power

iy System Controllable: Allow L] ®o 2 Welcome: admin[Logouf]

Devices Info +

Safe Shutdown ~ +

RDU-EX Batch Configuration

Upload file from local computer to RDU-EX(Show Help)

File pain B
jlann aanananeni Download file from RDU-EX to local computer{Show Help)
DatasHisory  +
Device Options ~ —
+ Device Management
+ Signal Seting

Figure 3-44 Batch configuration

On the page, you can perform Upload and Download operations to complete batch configuration.

(B8] Note

1. Only ‘admin’ has the authority of batch configuration. If you fail in performing batch configuration, please click Show Help to
view the help information.

2. The batch configuration file is encrypted after downloaded to local.
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3.4.6 System Options

On the RDU-EX homepage, click the System Options menu in the left part, eight submenus appear, including:
Monitoring Unit, Network Setting, User Management, Date/Time Setting, Restore System, Site Setting, System
Upgrade and System Title.

Monitoring Unit

The Monitoring Unit is used to set the signals of RDU-EX system, including Sampling, Setting and Alarm signals,
the page is shown in Figure 3-45.
il

EMERSON. Welcome Liebert. v

Network Power Performance Monitoring

RDU.EX System Confrollable:  Allow 1 L] ®o & Welcome: adminfLogout]

Devices Info + sampling || Settng || Alarm

Monitoring Unit (ENP_RDU[DUMMY])
Safe Shutdown  +
Index Signal Name Value Sampling Time

Alarm Management + 1 System Status Alarm 2016-03-04 13:04:28

2 Running Config Type Normal Confi 2016-03-03 19:30:08
DatagHistory ~ + LCEET I 3

Device Options ~ +

System Options.  —

Figure 3-45 Monitoring unit (Sampling)

As for the operation method of the three tabs of Sampling, Setting and Alarm on the Monitoring unit page, refer to
3.4.1 Device Information.

& Note

On the Setting tab, if you set ‘Blocked’ for Outgoing Alarm Blocked, when an alarm occurs, it will be blocked, in this case:

1. For current alarms, the page only displays the alarm signals, but not send alarm notifications; after the alarm disappears, it will
not be saved in history alarm;

2. The ‘Blocked’ setting for Outgoing Alarm Blocked will be automatically cleared in 24h.

Network Setting

1. IP Setting
Click the Network Setting under the System Options menu, the page shown in Figure 3-46 pops up.

N
EMERSON Liebert. rou

Network Power Performance Monitoring

RDU-EX System Controllable: - Allow ! & Weicome: adminfLogout]

Data Center + Network Setting || Access Management || SNMP Configuration || Remote Service || Security Setting

RDU-EX IP setting The nu

Safe Shutdown  +

Alarm Management +

4
Deboliintony P 10.163.236.79
Device Options ~ + Lo 25525500

System Options ~ —
DNS addr

* Monitoring Unit S

oNst: 7
* User Management DNS2: I

« Date/Time Setting

+ Restore System
Figure 3-46 |IP setting

On the page shown in Figure 3-46, you can configure the network parameters, such as IP addressing mode, IP, Mask,
GateWay, DNS1 (Preferred DNS server) and DNS2 (Alternate DNS server). After modifying the network parameters,
click the Save button to make the setting effective.

Note

After modifying the IP address, the system will jump to the new IP address by default. You must use the new IP address to
re-login the RDU-EX.

2. Access Management

Click the Network Setting under the System Options menu, and then click the Access Management tab, the page
shown in Figure 3-47 pops up.
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i

57 Liebert. wouc
EMERSON. Performance Monitoring
Network Power ance 0
RDU-EX System Controliable: - Allow ! 4 & Welcome: admin{Logout]
Data Center + Network Setting || Access Management | SNMP Configuration || Remote Senvice || Securty Setting
Access Management

safe Shutdown  +
RDU Manager Access Management

Alarm Management + © Do not need to verffy and any RDU Manager connected has the access to the system
® e iy the iste " w has the o 5y
p . ©  Needto verfly and only the listed RDU Manager as below has the access o the system
Set ‘ ‘ Refresh ‘
Device Options ~ +
Option _IP Address of RDU Manager Access Type Whether Use Agent Server Or Not Connection Status
System Options ~ —
1P Address of RDU Manager: | Actess Type RDU Man v Use Agent Server NO v

+ Monitoring Unit

Add Visitor | [ peletevsior |

« User Management

Setting Agent Server

+ DatefTime Setting L Category PORT
- Restore System count [ ] password [ ]

Figure 3-47 Access management

In the event of adding visitor, in the textbox of IP Address of RDU Manager, type the new IP address of the RDU
manager, and click the Add Visitor button to finish the configuration.

A Note

1. Up to three RDU manager IP addresses can be added in the system.
2. In the event of adding visitor, if you select to use an agent, you also need to configure the agent server.

3. SNMP Configuration

Click the Network Setting under the System Options menu, and then click the SNMP Configuration tab, you can
configure SNMP agent. The RDU-EX system supports V2 and V3 versions of SNMP agent.

As shown in Figure 3-48, the specific setting method of SNMP V2 is as follows:

1) Set NMS IP (host IP address of SNMP agent data receiving end);

2) Set Trap Level: ‘Enable’ or ‘disable’;

3) Keep defaults for other items.

~ -
EMERSON Liebert. ru

Network Power Performance Monitoring

RDU-EX System Controliable:  Allow ! Y & Welcome: adminfLogout]

Data Center + Network Setting Access Management SNMP Configuration Remote Senvice Security Setting

SNMP Configuration
Safe Shutdown  +

No. NMS P Trap Level Protocol Type Read Community Write Community Name User Type Authentication Protocol Privacy Protocol Authentication Password Privacy Password
Alarm Management + 1 1016323666  Enable SNMP V2 public private
2 10163230178 Enable SNMP V2 public private
Data&Hists +
aledHiston 3 1016323657  Enable SNMP V2 public private
Device Options  +
Modity
System Options = Protocol Type ® SNMPV2 Q sNmPVv2
+ Monitoring Unit Nms 1P 0000 Trap Level Trap Test
+ User Management [ AddNewnms | I Moy NMS | [ Delete NMS

« DatefTime Setting

Figure 3-48 SNMP V2 setting
As shown in Figure 3-49, the specific setting method of SNMP V3 is as follows:
1) Set NMS IP (host IP address of SNMP agent data receiving end);
2) Set the Trap Level: ‘Enable’ or ‘disable’;
3) Set the Name;

4) Set the User Type: ‘Authenticated & Encrypted’, ‘Authenticated & Not Encrypted’, ‘Not Authenticated & Not
Encrypted’;

5) Select Authentication Protocol: ‘MD5’, ‘SHA’;

6) Select Privacy Protocol: ‘DES’;

7) Self-define Authentication Password and Privacy Password.

A Note

1. On the base of SNMP V2, SNMP V3 adds user authentication and privacy strategies.

2. If you select ‘Not Authenticated & Not Encrypted’ for User Type, the drop-down boxes of Authentication Protocol and
Privacy Protocol will become gray, so you cannot set them;
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3. Currently, only ‘DES’ is supported for Privacy Protocol.

4. You need to self-define Authentication Password and Privacy Password, which contain at least 8 characters, and be the
same as the password set by the host of SNMP agent data receiving end, or it cannot be decrypted and received.

After parameter setting, click the Add button to add NMS;

If you need to modify NMS setting, select the NMS which needs to be modified, modify the setting and then click the
Modify button to save the setting;

If you need to delete NMS, select the NMS which needs to be deleted, and then click the Delete button to delete the
NMS.

N -
EMERSON Liebert. woue

Network Power Performance Monitoring

RDU-EX System Controllable: - Allow

& Welcome: admin{Logout]
Data Center + Network Setting Access Management SNMP Configuration Remote Service Security Setting

SNMP Configuration
Safe Shutdown &

No. NMS 1P TrapLevel  Protocol Type Read Community  Write Community  Name User Type Authentication Protocol _Privacy Protocol _ Authentication Password _Privacy Password
Alarm Management + 1 10.163.236.56  Enable SNMP V2 public private - - - - - -
2 Enable SNMP V2 public private
+
DebSH s, 3 Enable SNMP V2 public private - - - - - -
Device Options ~ +
Modify
System Options ~ — Protocol Type O snwPv2 ® snvPv3
« Monitoring Unit NMS 1P 0.0.00 Trap Level Enable v Trap Test
o —— Name — User Type Authenticated & Encryp v/
Protocol MD5 V] Privacy Protocol DES v
+ User Management
Password Privacy Password —
+ Date/Time Setting

Add New NMS Madify NMS Delete NMS
+ Restore System ‘ | ‘ i,

Figure 3-49 SNMP V3 setting
4. Remote Service
Click the Network Setting under the System Options menu, and then click the Remote Service tab, the page shown
in Figure 3-50 pops up.
-

EMERSON. Liebert. .«

Network Power Performance Monitoring

RDU-EX System Confrollable: ~Allow

& Welcome: adminfLogout]

Data Center + Network Seffing || Access Management || SNMP Configuraion || Remote Service | Security Sefting

RDU Remote Service System Gonfiguration Piease ensure the SMS modem and emailis enabled! “This RDU-EX is not connected to the RDU remote service system
Safe Shutdown ~ +

Operation Type of RDU Remote

service: @® RequestRDU remote O cancel RDU remote O Replace Host
Alarm Management +

Data&History +

Contact Person:
Device Options  + Mobile: 123456789

E-mail zhangsan@emerson.com
System Options -

Frequency of Reporting: Monthly |
- Monitoring Unit
= Network Setting

Remote service setting
= User Management
- Date/Time Setting Remote service Phone 18706754086
- Restore System Remote service Email RemoleService@emersonnetwork. com.cn

Figure 3-50 Remote service setting
The remote service setting includes three parts: Request RDU remote, Cancel RDU remote and Replace Host.
Meanwhile, you can set the communication parameters of remote service system.
®Request RDU remote: used to establish remote service relationship
1) Type the self-defined customer name in the End-User textbox;

2) Choose the contactor for remote service in the Contact Person textbox, when the contactor is chosen, the
corresponding mobile and email will be displayed;

& Note

The contactor for remote service must be set through System Options -> User Management in advance, and you must provide

the mobile or email, or the service request cannot be conducted. Refer to User Management in this section for detailed setting
method.

3) Choose Frequency of Reporting: ‘Monthly’, ‘Seasonal’;
4) Click OK to send the remote service request.
®Cancel RDU remote: used to cancel the established remote service
Choose Cancel RDU remote and click OK to send a command to cancel the current remote service.
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a Note

Canceling the remote service is effective only under the precondition that the remote service has been established, otherwise, a
prompt of failure will pop up after you click OK.

®Replace Host: used to replace the local host during remote service

When the host that has established remote service need to quit, but you want to remain the established remote service
relationship, you need to replace the local host to participate in the remote service. The detailed setting method is the
save as Request RDU remote, besides, type the hardware serial number of the replaced host.

5. Security setting

Only the administrator can browse and configure the Security Setting.

Click the Network Setting submenu in System Options, and then click Security Setting, the page as shown in
Figure 3-51 is popped up.

X
&
EMERSON
Network Power

Liebert

Performance Mo|
RDU.EX System Controlable: - Allow ! & Wekome: admi
Data Center + |~ Network Setting Access Management ||  SNMP Configuration Remote Service Security Setting

ecurity Settin,
+ Environmental Sscurlty Sefting

Web Server Port @ HTTP(Port 80) O HTTPS(Port 443)
- ENV Web Access Security Policy
Enab) ® Enaved O Disabled
+ UPS
Safe Shutdown ~ + Account Lock Time 5 minutes

Data&History +
Device Options +
System Options  —
* Monitoring Unit

= Network Setting

Figure 3-51 Security setting

The contents of Security Settings include Web Access Mode and Web Access Security Strategy.

1. Web Access Mode: Select whether the HTTP or HTTPS protocol is used for Web access and HTTP protocol is
the default one.

After selecting the protocol, click Save button, the browser will prompt user to wait as shown in Figure 3-52.

Saved success! Web Server is Rebooting.

Please wait14second. .

Figure 3-52 Restarting Web server

After the waiting time is exceeded, the browser will display the new access hyperlink, as shown in Figure 3-53. Click
the hyperlink, the user login interface started according to a new Web access mode is popped up.
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Please click on the below link o login again.
hitps:/10.163.236.78

Figure 3-53 Displaying new Web access

& Note
Only when the HTTPS is selected in Web access mode, can the mobile terminal APP connect to the RDU-EX.

2. Web Access Security Strategy: Select whether to enable the Web Access Security Strategy, and the default is
“Enable”.

The Web Access Security Strategy has 4 parts: Account Locking Strategy, Password Verification for Login, Password

Complexity Strategy and Password Expiration Strategy.

1) Account Locking Strategy:

When the same account has failed to log in for consecutive 5 times, you cannot enter the password to operate again

until a specified time has passed. The admin account will not be locked.

The administrator can reset and unlock the locked account, and see Unlock in User Management for the operating

procedures.

The locking time length can be set in the field of “Account Locking Time” in Figure 3-51, and the default time is 5min.

2) Password Verification for Login:

When user logs in, if the user enters the wrong user name or password, the system will immediately display a

verification code to require the user to enter the verification code in the next login, as shown in Figure 3-54.

X

S
EMERSON.

Network Power

User Name:
Password: Forget password

Verifi. Code: m’r“‘mfresh

Login | ‘ Cancel ‘

Change Theme B B 43 | English

Figure 3-54 Verification code required for login

3) Password Complexity Strategy:

The user password length should have at least 6 characters which must contain two kinds of following characters:
Upper case English letters (A~Z), lower case English letters (a~z), numbers (0~9), and special characters (!, $, #, %,
etc).

When the Web Access Security Strategy is enabled, the password of the existing account will not be affected, but
when you create a new account or modify the existing user password, the new password must meet the requirement
of complexity.

4) Password Expiration Strategy:

The user account and password are only valid in specified time when it is created or modified. The length of valid time
can be edited in the field of “User Password Effective Time” in Figure 3-51, and the range is 0~999 days and the
default time is 90 days. “0” day means the password will be valid forever.

The length of valid time of password is applicable to all the other accounts except admin, and the password of admin
account will never be expired.

The administrator can refresh the valid time of some account and the new valid time will start from the set time and will
end when the valid time length is expired. See “Refresh Valid Time” in User Management for detailed operating
procedures.
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User Management

Click the User Management submenu under the System Options menu, the page shown in Figure 3-55 pops up.

A

Liebert. «ou=

Performance Monitoring

EME‘IT‘{SON, Welcome

Network Power

RDU-EX System Controllable: Allow ! L J ®o & Welcome: admin[Logout]

Devices Info o Web user management

Option  Name User Level Email Mobile Phone Binding Mobile Phone SN. Account Due Time Lock Status

safe Shutdown  +
admin Adminisirator - - - Never Expires Normal

Alarm Management +

Data&History + Modify User

User Name | User Level
Device Options ~ +
Sialemnticns s Phone: [ ] [_SMsPhoneTest |
+ Monitoring Unit Email [ ] Email Test |
° Wiy Bincing Mobie Phone SN | _ -

Tis wil be used for mobile ARpS connect 1o RDU.TT e input ¥\ s each seria

* User Management

+ Date/Time Setting

| Add Modify Delete

Figure 3-55 User management

On the page shown in Figure 3-55, you can add user, modify user and delete user.

®Add user
1. Type username in the User Name textbox;
2. Choose the user authority;
3. Configure the user password, which cannot be vacant and should contain at least six letters or digits.
4. Re-type the password in the Confirm textbox;
5. (Optional) Type the user telephone number, which can use the following digits and characters: 0123456789, +;
6. (Optional) Type the email address;
7

. Click the Add button, the dialog box of Security authentication pops up, as shown in Figure 3-13. Type the login
password of current user, and click OK to add a new user.

(B8] Note

1.The characters of username can only be English letters, digits, -, and _. In addition, the initial characters must be letters or
digits.

2. If the Web Access Security Strategy is enabled, there are more requirements for the password, see “Security Setting” in
Network Setting”.

3. Only up to two serial numbers of bundled cell phones can be entered, and the numbers should be separated by a comma.

4. If the serial number of bundled cell phone is not entered, the system will bundle the serial numbers of the first two mobile
devices that logged in through APP.

5. After bundling, the system only allows the mobile device to access the RDU-EX via APP. If you want to bundle again, you
only need to delete or modify the bundled serial number.

®Delete user
1. Choose the user which needs to be deleted in the username list;
2. Click the Delete button to pop up the confirming dialog box, as shown in Figure 3-56.

Message

Are you sure to delete emerson?

m | Cancel |

Figure 3-56 Confirming dialog box

3. Click OK, the dialog box of Security authentication pops up, as shown in Figure 3-13. Type the login password of
current user, and click OK to delete the chosen user.

R Note
The user of ‘admin’ cannot be deleted.

®Modify user
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1. Choose the user which needs to be modified in the username list;
2. Modify the user information;

3. Click the Modify button, the dialog box of Security authentication pops up, as shown in Figure 3-13. Type the login
password of current user, and click OK to make the modified user information effective.

Users who access RDU-EX can be divided into four user groups, and they have different security level and user
authority, see Table 3-1 for detailed information.

Table 3-1 User security level

Security level User group User authority
Level A Browser All users can browse equipment information
Level B Operator The operators can send control command to intelligent equipment
The engineers can get the following access: Send control command to intelligent
Level C Engineer equipment; Browse, control and modify parameters; Download files; Modify user

information of their own

The administrator can get full access: Send control command to intelligent
equipment; Brows, control and modify parameters; Upload and download files;
Modify, add and delete user information; AC teamwork parameter setting;
System upgrade

Level D Administrator

On the page shown in Figure 3-55, choose the current user, you can perform SMS/Phone Test and Email Test.
Before using the test function, users need to configure the SMS/Email server of current user, refer to Alarm Notification
in 3.4.3 Alarm Management for details.

®SMS/Phone Test
Type the phone number in the Phone field, and click the SMS/Phone Test button to test that the telephone number of
current user can be gotten through. If users receive the test SMS and telephone, the test is successful; if not, the test
fails, please check that the telephone number is correct and the SMS Modem is properly connected.

®Email Alarm Notify Test
Type the email address in the Email field, and click the Email Test button to test that the email address of current user
is correct. If users receive the test email, the test is successful; if not, the test fails, please check that the information
above is correctly typed.

®Refresh expiration date
If the Web Access Security Strategy is enabled, the account expiration date will be displayed on the screen. User can
click “Refresh Expiration Date” to set the expiration date, and refer to the “Password Expiration Strategy”of “Web
Access Security Strategy” for the start/end time of new expiration time.

®Unlock
If the Web Access Security Strategy is enabled, for the account that has been locked, the administrator clicks “Unlock”
to unlock the account. Refer to the “Account Locking Strategy” of “Web Access Security Strategy” in “Network
Settings” for details.

() Note
When adding and modifying user, you must type the phone number or the email address, or the setting cannot be completed.

Date/Time Setting

Clicking the Date/Time Setting under the System Options menu can synchronize the time. On the page shown in
Figure 3-57, RDU-EX can get time from the time servers automatically. Type IP address in the Primary Server textbox
and Secondary Server textbox in sequence, type a figure in Interval to calibrate system time textbox, select the
Time zone and Calibrating Protocol, and then click the Set button to make the setting effective.
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X
N
EMERSON

Network Power
RDU-EX
Devices Info +
safe Shutdown  +
Alarm Management +
Datag&History +
Device Options ~ +
System Options  —
+ Monitoring Unit
+ Network Setting

« User Management

+ Date/Time Setting

* Restore System

Liebert

Performance Mor

Welcome

System Controllabie: & Weicome: adminfLogout]

Date/Time Setting

Time zone: [+08:00 (Beiing. Hong Kong) v
O Get dateltime automatically from the below time servers:

Primary Server: 0000

Secondary Server 0.0.00

Interval to calibrate system time: 1 Hour

Calibrating Protocol TPRFC363) ® NTP(RFC1305)

Last calibrating dateftime -

Next calibrating datefime -

®  Specify Date/Time Local Host Time

Date: 2016/03/04

Set

Figure 3-57 Date/time setting

The RDU-EX can also get the local time. Choose Specify Date/Time, click the Local Host Time button to get the
local time, and then click the Set button to make the new time effective.

A Note

Time calibration adopts Specify Date/Time by default.

Restore System

Click the Restore System under the System Options menu, the page shown in Figure 3-58 pops up.

N

N
EMERSON

Network Power

RDU-EX

Devices Info +

safe Shutdown  +

Alarm Management +

Data&History +

Device Options ~ +

Liebert. couex

Performance Monitoring

Welcome

System Controliable: & Welcome: admin{Logout]
Restore System

Reboot the RDU-EX system.

Reboot RDU-EX

To restore the default configuration, the system wil restore the factory configuration and clear il the historical data. Finally, the system will reboot

Restore System

System Options  —
+ Monitoring Unit

* Network Setting

+ User Management

+ Date/Time Setting

Figure 3-58 Restore System
Click the Reboot RDU-EX button to reboot the system.
Click the Restore System button to restore all the default settings.

R Note

If you use the restore function, the RDU-EX may lose the original configuration solution. After the restore operation, make sure

to wait two minute for the RDU-EX conducting complete initializing work before re-accessing it through Web.

Site Setting

Click the Site Setting under the System Options menu, the page shown in Figure 3-59 pops up.
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~

EMERSON Welcome Liebert. -
Performance Monitoring
Network Power
RDU-EX System Controliable: Allow 1 L] ®o0 & Welcome: adminfLogout]
Devices Info + Site Setting
Site Content Update content Set
Safe Shutdown  +
Alarm Management +
Data&History + Site Description RDU-EX | | O

Device Options ~ +
System Options =
* Monitoring Unit

+ Network Setting

« User Management
« DatefTime Setting

* Restore System

Figure 3-59 Site information setting

On the page shown in Figure 3-59, you can modify the site information of RDU-EX, including Site Name, Site
Location and Site Description.

System Upgrade
Click the System Upgrade under the System Options menu, the page shown in Figure 3-60 pops up.

X
N i ,
EMERSON Welcome Liebert. couc
Network Power Performance Monitoring
RDU-EX System Controllable: - Allow & Welcome: adminfLogout]
Devices Info + System Upgrade
Safe Shutdown  + Select Installation Package: ... | (Show Help)

Alarm Management +
Data&History +
Device Options ~ +
System Options ~ —
= Monitoring Unit

+ Network Setting

= User Management

+ DatefTime Setting

+ Restore System

+ Site Setting

Figure 3-60 System upgrade

On the page shown in Figure 3-60, click the Browse... button to download configure pack (.rdu file format) from the
local catalogue, and then click the Install button to upgrade the system.

(B8] Note
The RDU-EX supports incremental upgrading function.

System Title
Click the System Title under the System Options menu, the page shown in Figure 3-61 pops up.
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3.4.7

N

N
EMERSON

Network Power

RDU-EX

Devices Info +
Safe Shutdown  +
Alarm Management +
Data&History +
Device Options ~ +
System Options ~ —
« Monitoring Unit

« Network Setiing

« User Management
« DatefTime Setting

* Restore System

« Site Setting

« System Upgrade

- System Title

Welcome
System Controllable: Allow 1 L J ®o
Set Web Title
Picture Path

.. | (Show Help)

Preview:

Figure 3-61 Title setting

Liebert. cou

Performance Monitoring

& Welcome: admin{Logout]

‘ Upload | ‘ Default

As shown in Figure 3-61, you can replace the Logo picture in the upper right part by uploading system Logo picture.
Click the Browse... button, choose the needed Logo picture and click the Upload button to upload the file to RDU-EX.

Only [.gif], [.bmp], [.jpg] and [.png] format pictures are allowed, and the picture size should be less than 500K. Clicking
the Default button can restore the default Logo picture.

You can also modify the system title Welcome at the top of the page. Type the customized title in the System Title
textbox and click OK to make it effective.

Help

On the RDU-EX homepage, click the Help menu in the left part, one submenu appears: About RDU-EX.

The About RDU-EX page displays Software Version, Serial Number and Identify Code of RDU-EX, You can
download RDU-EX User Manual and USB debugging drive program, as shown in Figure3-62.

N

N
EMERSON

Network Power
RDU-EX

Devices Info +
safe Shutdown  +
Alarm Management +
Data&History +
Device Options ~ +
System Options =
« Monitoring Unit

« Network Setting

» User Management

* Date/Time Setting

* Restore System

« Site Setting

» System Upgrade

- System Title

Help i

= About RDUEX

Welcome

System Controllable: ~ Allow ! LJ ®o
About RDU-EX

Software Version: V420 Build3839

Serial Number: 2102311915213A010018

Identify Code: 1655- 958

RDU-EX User Manual Click here to download RDU-EX User Manual(PDF Format)

Tools Download Click here to download USB Driver

Liebert. roue

Performance Monitoring

& Welcome: admin[Logout]

Copyright ® Emerson Group, Al rights reserved

2009 Copyright, 2014 by Emerson Group

Figure 3-62 About RDU-EX
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4.1

4.2

Chapter 4 Maintenance

This chapter expounds the maintenance of RDU-EX, including restoring default setting and FAQ.

Restoring Default Setting

Restoring default setting can be finished through two modes: software or hardware.

For software restoring, refer to Restore System in 3.4.6 System Options.

Hardware restoring includes restoring admin password (default username: ‘admin’, password: ‘emerson’) and IP
address of RDU-EX (the default IP address is 192.168.0.252). User can recovery the hardware settings by shorting
circuit pin 2 and pin 3 of jumper J18 on RDU-EX board with reference to the drawings printed on the top cover of the
box. The jumper position is shown in Figure 4-1.

Figure 4-1 Position of jumper J18

FAQ

Q1: After RDU-EX is powered on, why the power indicator is not on?

A: Please check that the power cable is connected correctly.

Q2: How to deal with that the communication of COM port is abnormal?

A: Check that the COM ports on the RDU-EX and the expansion card are RS-232/RS-485 adaptive ports; please
ensure that the communication parameters are correctly configured.

Q3: You have chosen the ocean blue theme, but the page still adopts crystal blue theme while you are viewing the
webpage of the RDU-EX, how to deal with it?

A: Click the [User] Logout button to return the login page, click the B icon to choose the ocean blue theme, and log
in the system again.

Q4: After an alarm is generated, you do not receive any email or SMS notification; or when the alarm does not finish,
the email or SMS naotification is less than three times, how to deal with it?

A: Please perform troubleshooting according to the following procedures:

1) Please check that the SMS/Email server configuration is correct, refer to Alarm Notification in 3.4.3 Alarm
Management.

2) If you do not receive the SMS notification, please check that the phone is out of service because of overdue
payment;

3) If you do not receive the email notification, please click the menu Data & History -> History Log to query the
system log and check whether there is a record of failure in sending email. If so, it indicates that the network is busy or
the email server communication is busy.

Q5: How to deal with that there is no access to RDU-EX login page when the RDU-EX communication is normal?

RDU-EX User Manual



Chapter 4 Maintenance

39

A: There are three measures to solve the problem:

Step 1: Ensure that the IP address is correct;

1. Please ensure that the network cable is connected to the correct port.

2. Ensure that the IP address of RDU-EX is 192.168.0.252.

Step 2: Ensure the connectivity of IP address.

To ensure the connectivity of IP address, you can use PING/ping command, and the method is as follows:

1) Click the @ icon at the lower left corner, and type ‘cmd’ in the J* textbox, as shown in Figure 4-2.

| cmd A

o
ag X )

Figure 4-2 Typing cmd’

2) Press the Enter key, the page shown in Figure 4-3 pops up. Type ‘ping’ and IP address in the command line (for

instance, ‘ping 10.163.162.135’ ) and check whether the communication is successful.

.

@A Chindows\systerm32icmd.exe - ping 10.163.162,135 =B

Microsoft Windows [Uersion 6.1.76811
Copyright ¢(c?» 2889 Microsoft Corporation. All rights reserved.

C=“Documents and Settings™dministrator>ping 10.163.162.135

Pinging 18.163.162.135 with 32 hytes of data:
Request timed out.
Regquest timed out.

Pinging 18.163.162.135% with 32 bytes of data:

Reply from 18.163.162.135%: bhytes=32 time=18ms TTL=63
Reply from 18.163.162.135: bhytes=32 time<imsz TTL=63
Reply from 18.163.162.135: bhytes=32 time<imsz TTL=63
Reply from 18.163.162.135: bhytes=32 time<imsz TTL=63

Ping statistics for 108.163.162.135:

Packets: Sent = 4. Received = 4. Lost = 8 (B loss).
Approximate round trip times in milli-seconds:

Minimum = Bmz,. Maximum = 18ms. Average = 4ms

C=“Documents and Settings“Administrator>

Figure 4-3 Communication test

Step 3: If the above-mentioned steps cannot handle the problem, please use the jumper cap on the card to restore

default IP. Jumper cap cover internal reference screen printing the content.
Step 4: Refer to 3.1 Login Preparation to complete relevant operations.
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Appendix 1

Glossary

AC
CA
DC
DI

FAQ
FTP
HTTP
LED
MA
NA
LA

Appendix 1 Glossary

Alternating Current

Critical Alarm

Direct Current

Digital Input

Internet Explorer, a Web browser developed by Microsoft@
Frequently Asked Questions

File Transfer Protocol, used to transfer large chunks of data
Hypertext Transfer Protocol, used to convey HTML

Light Emitting Diode

Moderate Alarm

No Alarm

Low Alarm
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Appendix 2 Standard Configuration List

No. Description Number Unit
1 RDU-EX monitoring unit 1 EA
2 RDU-EX Monitoring Unit Installation & Commissioning Manual 1 EA
3 Outsourced Cable Set,UH52SA1SL2,USB Cable for UH52SA1Z UPS power ,ROHS 1 EA
4 Cable and wire,IEC60320 C13 Plug,|IEC60320 C14 1 EA

Plug,HO5VV-F,3C,1mm”2,Black,2000mm,EU
5 Metal Fittings/Ironware--hanger 1 EA
6 Standard Component,GB819.1-2000, Cross-head countersunk head screws M4 x 10 2 EA
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